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Hosting the

NetSupport Manager Connectivity
Server using AWS

This document explains how to host the NetSupport Manager Connectivity Server (Gateway) on
a virtual machine hosted by Amazon Workspace (AWS).

Setting up the virtual machine in AWS
If you have an existing AWS account and virtual machine already available in AWS, please skip
to the section Installing the NetSupport Connectivity Server.

If you do not have an AWS account, you can sign up to one here: https./aws.amazon.com/

Once subscribed, you can create a new virtual machine via the AWS Management Console by
following the steps below:

1. Select the option to Launch a virtual machine from the Management Console.

v Recently visited services

@ e

2. Select what machine image to create. Filter this to Windows and choose a Windows Server to
host the NetSupport Connectivity Server.

Note: SQL is not required.
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Step 1: Choose an Amazon Machine Image (AMI)
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Choose an instance type and configure the instance.

You will be prompted to add storage. The default 30Gb is sufficient.

It's possible to add a tag to the virtual machine, or this can be left as default.

You need to configure a security group. This is a set of Firewall rules that control the traffic for
your instance.
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This will include a default RDP rule. Enter a rule to allow Clients to connect to the Gateway - by
default TCP port 443 is used.

Step 6: Configure Security Group
A traffc far y e, For example.  you want to set up @ web server and afkow Inteml {rafic 1o reach your instance., add rules. thit aflow unrestricted access (o the
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Click Review and Launch.

You need to set up a key pair. Enter a name and then download the key pair.
. Click Launch Instances and the instance will launch.

0. Click View Instances.
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EC2 Dashboard Q, Filter by tags and attributes o search by keyword
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1. After launching your instance, you can connect to it.

py-

Connect to your instance X

Connection method ® A standalone RDP client |
Session Manager (i

‘You can connect to your Windows instance using a remote desktop client of your choeice, and by
downloading and running the RDP shortcut file below:

Download Remote Desktop File

When prompied, connect to your instance using the following details

Pubiic NS | -0 =mezon=s com

Username Administrator

Password  Get Password

If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance
If you need any assistance connecting te your instance, please see our connection documentation.
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12. Note down the Public DNS of the Server, as this will be used in the NetSupport Manager Client

and Control configuration.
13. Select Get Password and browse to your Key Pair file to decrypt your password to login to the

virtual machine via RDP.

Note: The Public DNS assigned via AWS is generated from the current Public IPv4 address of

the Client. If you stop the instance, this will be assigned a new IPv4 address and change the
Public DNS. To prevent this, an Elastic IP address needs to be allocated to your AWS account and
assigned to this instance. For further information, see the AWS guide below:

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-
instance-addressing-eips-allocating

Installing the NetSupport Connectivity Server
Once you have a virtual machine hosted in AWS, you need to install the NetSupport Connectivity

Server to this.

1. Copy the NetSupport Manager Setup.exe to the Server.
2. Launch the Setup.exe. At the Welcome screen, click Next.

A7 MetSupport Manager - InstallShield Wizard %

(] Welcome to the InstallShield Wizard for
HNetSupport Manager
M

g The InstallShield(R) Wizard wil install MetSupport Manager on
NE‘fEUppp\Jf your computer, To continue, dick Mext,
Manager

WARNING: This program is protected by copyright law and
international treaties.

0000®

Help < Back Cancel )

3. Inthe License Agreement screen, select | accept the terms in the license agreement and
click Next.

{g MetSupport Manager - InstallShield Wizard %

License Agreement
Flease read the following license agreement carefully.

Please read this agreement before using your copy of NetSupport »
Software. This is a legal agreement between you and NetSupport
Ltd. If you do not wish to be bound by the terms of this licence
agreement you must not load, activate or use the software.

TERM: Subject to termination under Termination Clause below
the licence shall be perpetual.

GRANT OF LICENSE: Subject to th_e payment of the applicable

@I accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

InstallShield

< Back Cancel
- —/
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4. When prompted for your licence details, either select the 30 day evaluation or if you have
your licence details, select Register and enter them here.

5.

6.

ﬁNetSupport Manager - InstallShield Wizard

R\

License Information
If you have a license, please enter the details here. CapltalS and spaces are
important.
(®) 30 day evaluation Use <Clrl> V to paste License
details
O Register

Licensee Name: |

Serial Number: I

Maximum Clients: I

Expiry Date: |

Authorisation Code: |

InstallShield

\ < Back Cancel j

In the Setup Type screen, select Custom.

@ NetSupport Manager - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

%/

Please select a setup type.

() Typical
Installs Client, Control, Configurator, Remote Deployment Utilities,
Scripting and Help files, with Desktop and StartMenu shortouts.

() Client
Installs Client, Configurator and Help files, with StartMenu shortouts
only.

(®) Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

\ < Badk Cancel )

In the Custom Setup screen, ensure Gateway is selected.

/ﬁ MNetSupport Manager - InstallShield Wizard

Custom Setup

Select the program features you want installed.

Install Desktop Icons

Client
[ Student Control
. Tutor
W C to
el Tech Console
]
S Install Start Menu Icons
[ Tutor Reset Video Driver
[ Tech Console Configurator
Gateway Control
PN Server Tutor
Remote Deployment Utility Tedh Console
Remote Deployment Utility
Scriptin
] Serpting Scripting
Install to:
C:\Program Files (x86) \MetSupport\NetSupport Manager), Change...
Installshield
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7. Click Next and then Install.
8. Once the installation completes, click Finish. You will be prompted to configure the
NetSupport Connectivity Server.

Configuring the NetSupport Connectivity Server
Once the NetSupport Connectivity Server has been installed, you need to configure it.

1. The NetSupport Connectivity Server Configuration Utility will launch at the end of the
installation. This can also be accessed by right-clicking the Connectivity Server icon in the
system tray and selecting Configure Connectivity Server.

Open
Configure Connectivity Server
About

Exit Conscle

2. Once loaded, select the Keys tab. Click Add.

MNetSupport Connectivity Server Configuration Utility
General Keys Operators  Servers Licenses Security Classes  2FA

Connectivity Server Keys:

Description Creation Date

3. Enter a description, click Set and enter a Connectivity Server key.

f@‘-.-:_._-;:-.::---;:- ty Server Configuration Utilit 2\
General Keys  Operators Servers Licenses Security Classes 2FA

Connectivity Server Keys:

Description Creation Date

Add Connectivity Server Key X
Please enter a descrption and a Connectivity Server e

Key. The Conneclivity Server Key must be the same at

the Client and Control
& Client and Control Cancel

Description

Connectivity Server Key:
[ | [Csat

4. Click OK and then click Apply.
5. Confirm the Connectivity Server icon in the system tray now has a green tick.

A ¥ dg ENG

6. The NetSupport Connectivity Server is now ready to accept connections from Clients.
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Configuring the NetSupport Manager Client to connect to the Connectivity Server

You need to configure a NetSupport Manager Client to connect to the Connectivity Server hosted
on AWS.

1. From a machine with the NetSupport Manager Client installed, start the NetSupport Manager

Client Configurator from the Start Menu.

2. Click Advanced.

[@tSuppor‘t Client Configurator

Welcome to the Configurator. This program allows you to configure all
aspects of the NetSupport Client's behaviour.

20

Basic

Choose ‘Basic’ if you are using NetSupport for the first time. From here you
can set the Client name. network protocols) and basic security (such asa
password).

Advanced

Choose "Advanced’ if you want to create multiple user profies, integrate with
NT security, enable/disable particular features or limit remonte file access o
specific directories.

Help Quit

3. Double click the Master Profile.

NSM Client Configurator: C\Program Files (x86)\NetSupport\N... — *
File Profiles Help
/ — ] e ey =
& .‘ C @ @ I'\__ I'\_ ; I'\__ I'\___/'
Mew Open Save Add Edit Restart
Profile Name Order
(&) Master Profile 1

4. Select Connectivity - HTTP.

£C:\Program Files (x86)\NetSupport\NetSupport Manager\client32.ini: Master Profile

‘ Search settings

p| HTTP

V--f“':f Connectivity

é PIN Server
- Dial in Bridge
{83 Advanced

--@ﬁ Security

@ﬁ Remate Control
--@i Client Interface
---f‘":;ﬁ Profile Options
@ﬁ Terminal Services

@ﬂ Advanced

Use HTTP/HTTPS.

0 Require HTTPS. Gateway must have a S5L certfficate.
Gateway Address must be a DNS name.

To override the Comms. Management Packet
Interval set at the gateway, please specify a value
hera.

earlier)
Address:

Port:

Cancel

Gateway Address: Port:

| | [+2 |
Secondary Gateway (optional): Port:

| | |
Gateway Key:

| ‘ Set...

CMPI (secs):

[ 1

O Use a proxy server to connect to the gateway (Windows 8.0 and

Help /
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5. Enter the following details:

Cateway Address: Use the Public DNS name of the AWS Server.
Cateway Port: 443 is used by default.

Cateway Key: This must match the one entered when configuring the NetSupport
Connectivity Server.

6. We recommend enabling at least one of the following security settings on the Client to restrict
who can connect:

User Validation

User Acknowledgement
Security Key
Customisable text.

7. Click OK.
8. Click Save and then Yes to restart the Client when prompted.

ﬁetSupport Client Configurator X\

Configuration Saved.
For the changes to take effect the Client must be restarted.

Do you want to restart the Client now?

Yes MNo Cancel

\. J

Confirm the Client has connected to the NetSupport Connectivity Server
After a Client has been configured to connect to the NetSupport Connectivity Server, we
recommend checking that the Client has reported as connected to it.

1. Double click the Connectivity Server icon in the system tray.

2. The NetSupport Connectivity Server Console will be displayed.
3. Select the Clients tab. Any Clients connected will be shown here.

f@ NetSupport Connectivity Server Console = m} X\
File Help

@ 3 Client(s) connected (0 Web Clients) (Web Clients; 0) Max. Clients: 10
< 0 Agent(s) connected Max. Agents: 0

Features L1 Clients [E Actie Sessions [&] Services Servers

Clent ~ IP Address MAC Address  Channel External IP Security Ke...  Server
F il 7| il 7| 7= il 7

CJHPLAP-2 68942392C... 1 ECWINLO-1
CIINvHE12 00155D048... 1 ECWIN1O-1
[ VIRT4SERVERZ... 00155D048... 1 ECWIN1O-1

Y

4. If the Clients show as connected, they will be available for a Control to connect to.
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Setting up the NetSupport Manager Control to use the NetSupport Connectivity

Server
Once the NetSupport Connectivity Server has Clients connected, you can configure a Control to

connect to the Clients.

1. Start the NetSupport Manager Control.
2. When the Welcome Screen appears, click Start.
3. From the left-hand Tree view, select Internet Gateways.

\g- HEn. EDBE 5/

4. Double click the Add a Gateway icon.
5. Enter a name and description and click Next.

- N

m Add a Gateway
Add a name and a description for this new Gateway

Name
‘ MetSupport Gateway| ‘

Description

\ Cancel /

6. Enter the Public DNS of the NetSupport Connectivity Server and the port number. Click Next.

7. Enter the Gateway key by clicking Set. This must match the Gateway key entered in the
NetSupport Connectivity Server. Click Finish.

8. A prompt will appear to re-initialise the Control Program. Click Yes.

9. Double click the newly created Gateway icon in the List view. This will list the Clients available
for remote control.

10. Select the Client to connect to and select the Connect icon in the Home tab on the ribbon.

1. Once connected, you will be able to use the Remote Control options from the Control to the
Client(s).
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